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Abstract— The idea of person centric networking has been
around for a while, but it has faced a number of key challenges
in gaining widespread adoption. As the number of connected
devices, and particularly personally connected, devices
continues to increase exponentially the complexity and security
challenges of traditional network approaches will require a shift
from provider centric to user centric networking. The
challenges to adoption of person centric networking have
primarily been around ease-of-use, ease-of-configuration and
ease of service portability. Generative Al is showing the
potential to address these issues by providing mechanisms to
dynamically engage and create configurations and solutions that
previously required detailed engineering effort. The experience
of users today is of a mountainous network of different
networks, services and providers. This paper covers how
Generative Al developments are already impacting certain
areas and what is required for the shift from physical to person
centric to be complete and present people with a “personal flat
earth” from a networking perspective.
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I. THE USER EXPERIENCE IN A PERSONAL FLAT EARTH

Lana is at home watching England play France in the
Euros, all of her devices are already connected to her personal
network, which is using a 6G fixed wireless solution. Her
streaming service is authenticated against the network. A
friend calls her and suggests she joins at watch party at their
house, she gets in her connected car, and the game is
automatically transferred to the radio. She reaches Louis’
house and disaster has struck, his fibre connection is down.
Lana asks her Smart Watch to show the game on the TV. Her
personal connectivity provider sends a generative package to
the TV which is able to provision a 6G eSIM and securely pull
the TV into her network, authenticating the action via
biometrics and her confirmation, meaning her streaming
service is now available. After the game the eSIM and
application are deprovisioned automatically as she leaves the
house.
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In this personal flat earth, the first act of using a device is
it authenticating and connecting to your network.
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II.

Traditional approaches to networking have been based
primarily based on location being a physical construct.
Technologies such as Virtual Private Networks (VPN) [1] [2]
enable people to remotely connect “into” a network, but the
construct always required the routing to be linked to the
physical location to provide security. This centers the network
around its physical structures, and primarily binds between a,
normally limited, number physical locations and into a single
destination location.

TODAY’S NETWORK IS FOR NETWORKS NOT PEOPLE
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Figure 2 Software Architecture OSLV router [34]

Connectivity for people today is about a route onto the
internet, where things are connected to a local network, and
access to “personal” devices is mostly managed via
intermediaries. Connecting devices together is normally
done via an information sharing intermediary. The result of
this is not just the trusting of third parties for sensitive
information, but also the security of all of those connections
into your personal networks. As a person moves from one
network to another they are trusting that network to provide
security and then leveraging point solutions, such as VPNs or
“push-pull” architectures [3], to connect between disparate
networks, none of these are trivial for the average user. This
mess of devices and networks is set to increase to almost 30bn
by 2028 [4]. Technologies such as 5G (and in future 6G)
increasing the number of networks any individual will have
to physically interact with.

The infrastructure complexity of services today is already
far beyond the ability of normal individuals to understand, let
alone manage, the question is how we can simplify the
challenge for the average user and provide greater security
but with simpler governance.

III. DEFINING A FLAT NETWORK

A flat network is one in which an individual’s devices and
services are authenticated against a single logical network and
services are available to that individual through all appropriate



devices on that network. The user is unaware of the physical
network configuration under their logical network and devices
are able to transition across physical networks transparently.

A. The reality of compute and network

What this makes this approach now possible is the level of
compute available both directly in devices and through the
cloud services that back them. As the number of intelligent
devices continues to exponentially increase, forecast to reach
nearly 30bn by 2028 [4], so the power of those devices
continues to track Moore’s Law [5], mobile phones have
moved in 20 years from simple airline information systems
[6] to high powered Al devices in their own right. Even
resource intensive actions such as computer gaming can now
be portable between multiple devices using things such as
Unity [7]m and when backed by cloud computing platforms
the optimization of these services for any device is now
common [8]. Meaning even relatively “dumb” devices have
access to effectively infinite compute if required.

Consumer network connectivity has increased alongside
compute [9] [10] with 4G and 5G providing high-speed
wireless connectivity [11] and home broadband being widely
available in many countries it is creating markets in which
connection is ubiquitous. As we look to, Fiber delivering 10
Gb/s into buildings [12] and the adoption of 6G [13] it is
reasonable to start designing consumer systems for an always
connected and always computation available world.

IV. “I WANT TO RUN THIS ON THAT”

While technologies to address these challenges have been
available for a while [14] the issue has been the ability of
consumers to easily adopt such approaches. This can be
summarized with the phrase “I want to run this on that”, this
requires us to address 4 core challenges:
1. Who — understanding the meaning of “I” in a given
context

2. Here — the location of the “who” to understand
device affinity

3. What — the service being referred to

4.  Where — the target device

This is where Generative Al helps provide the non-technical
interface onto deeply technical elements, this ease of use is
why ChatGPT, a Generative Al Large Language Model,
became the fastest ever adopted consumer technology [15].
They do not need to “understand” in a cognitive sense, but
simply be able to mimic within proscribed domains [16], this
makes it an ideal technology for the heterogenous challenge
we are addressing.

A. Receiving the command and building context

The simplest part of the challenge is processing the request.
In our Use Case Lana uses her Smart Watch to make the
request. This then need to engage with Lana’s active context
to determine the meaning of the request. This is something
that the current generation of LLMs are particularly good at
[17] [18], meaning they can be used to track and manage a
person’s context, including location, and then have that
leveraged by the LLM and other approaches to determine the
right action for the request. With LLMs such as GPT4
enabling plugins for purpose specific tasks, such as
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mathematics [19], consumer facing LLMs can be seen as the
engagement point for the overall system.

In our context of “Show the game on that TV” the LLM is
able to parse the command, use its stored context to identify
that “the game” is England v France, and recognize that the
next challenge is to identify the TV. This is where short range
technologies and inference approaches can help.

B. Short-range negotiation from here to where

The next challenge is to identify the device that is to be
bonded to the network, there are a number of techniques that
can help with this, from simple approaches leveraging short
range approaches such as Bluetooth Low Energy [20] or more
complex modern approaches using network inference and Al
[21] [22]. For these challenges a generative Al will need to
understand the capabilities available, the type of device being
searched for, and the sort of security that will be required to
complete the attachment. Once the Generative Al is aware of
these capabilities it can create a custom solution to deploy to
a local device, the Smart Watch in our use case, and use that
to discover the TV. A standard bonding process could then be
established.
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Figure 3 Simplified workflow on negotiated discovery through
GenAl

The end result of this is that the device is now available,
within security policies, on Lana’s personal network. The
underlying technologies for all of that are already available,
the role of Generative Al is to simplify the connectivity to a
level where it becomes trivial for consumers. This is an area
where there has already been significant development with
companies already announcing support for the Generative Al
configuration and monitoring of Telco grade networks [23],
the adaptation of technologies such as EnterpriseWeb to the
consumer grade challenge would represent a simplification of
a model designed to support the deployment of 5G networks.
This final step in the process would be hidden from users, with
the prompt required being created by other elements. Normal
security approaches like the user confirming from their known
device that the target device is correct “do you want bond with
the TV showing the code ‘Allez Anglais’?”” would of course
be required, but the actual negotiation and provision would be
transparent.

C. A new service on a new destination

Once we have determined the target, and bonded it to the
network, we then need to ensure that the required service, in
this case a specific stream, can be displayed. To do this we
need to understand the capabilities of the target device, and
the requirements of the service to be deployed. This then
enables a Generative Al to create an application specifically
for this problem [24], and then confirmed within the target
environment by creating a generative test [25]. With our




Smart TV example this might involve creating a full
application to run on the platform, or if the TV does not have
the compute required for that, a streaming shell that connects
through a logical gateway deployed to Lana’s network. This
cannot include complex application creation, but can include
the wrappers within which such applications can run, for
instance if a device is able to support the Unity gaming engine
then a generative wrapper can be created to create a platform
specific deployment of the core code. For our streaming
service the question will be whether an app needs to be
installed, for instance via an app store, or just a direct
streaming connection using one of the many available
streaming platforms. The base functionality of this is already
available, Generative Al will just simplify the transition
between devices.
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Figure 4 Generative negotiation to create a deployable package
on the target device (grey = non generative)

Most of these facilities are already available, streaming to a
connected TV already prompts to install applications for
instance, the only shift would be the ability for a personal
network to act as the authentication and security point for
services, rather than requiring device specific authentication
for an entire network. With the target device now on Lana’s
logical IPv6 personal network the services remain
authenticated only to her. This enables greater degrees of
privacy, and greater degrees of content control.

V. GENERATIVE Al GIVES SCALABLE USAGE TO SEMANTIC
DESCRIPTION LANGUAGES

For all of this to succeed there will need to be a
standardization of the language of both network and service
description. While LLMs can handle some degree of
language inference, future systems will be much more
efficient and effective if the service, device and network
capabilities are more akin to an API with additional
contractual definitions than simply natural language. These
service descriptions would include more than simply the API,
but instead the functional and non-functional boundaries
required for the service, as described previously in “Toward
an acceptable definition of Service” [26]. This ability to
extend service description to include requirements means that
devices can advertise their capabilities, not just their
existence, and therefore the right form of service can be
developed.

Device Description Languages [27] [28] and Service
Description Languages [29] [30] are not new, and efforts like
the Semantic Web [31] have long tried to address the
challenge of descriptive content associated with information
assets. What Generative Al can do is give scale to these
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efforts, by enabling such approaches to be much more rapidly
incorporated into new features and functions and leveraging
the power of those technologies to provide the base semantic
information for future Generative services.

Traditional approaches have required more binary
association of source and destination models, which gave
issues of unplanned obsolescence and competing standards
resulting in a lack of market adoption. LLMs are already
extremely successful in human language translation, so
domain specific translations on limited ontologies should not
prove to be a major barrier. With Generative Al leveraging
semantic description languages, within proscribed domains,
we can create specifically tailored technical LLM models that
can continually adapt to new services, new approaches and
still make them available on older devices. This could also
prevent “walled gardens” being created by market dominant
players.

VI. THE IMPACT OF FLAT NETWORKS ON CONSUMER ADOPTION

Security and Privacy [32] [33] are two of the primary
challenges and concerns for consumers when looking at the
explosion of connected devices. The shift to a flat-network
approach would radically simplify this challenge, leveraging
Generative Al to provide a simple and natural language
interface to the consumer, with the technical details being
managed and guaranteed by the provider of their personal flat
network. This would alter the dynamic of the market from
just brand centric ecosystems towards a greater degree of
interoperability centered around connectivity providers and
consumers. The ability to continually tie services back to
specific consumers would also help some of the challenges
faced by streamers and other services providers where
traditional username/password approaches have resulted in
service control problems. For consumers the advantage of a
flat-network will be the ubiquity of service independent of the
specific mechanism of connection and a guarantee of security
being in-built into their personal network.

VII. THE IMPACT OF FLAT NETWORKS ON SERVICE AND

CONNECTIVITY PROVIDERS

The shift to a flat network model would create a new segment
of connectivity provider, the Virtual Personal Network
Provider (VPNP) a company that would not have to own any
infrastructure but could provide ubiquitous connectivity to
consumers above whatever network they are leveraging. This
could disintermediate consumers from existing physical
providers, as well as rendering VPN providers obsolete in the
consumer space. When looking at the most likely providers
of such facilitates then mobile platform providers such as
Apple and Google are one option, but other hyperscalers and
hi-tech networking providers, as well as Telcos, would have
to strongly consider how to remain relevant and connected to
consumers when such a transition occurs.

VIII. CONCLUSION AND FURTHER STUDY

Flat-Networking approaches have existed for a relatively
long time, as have standardized approaches to service, device
and semantic description. The challenge for these
technologies for widespread adoption has always been the
mechanism via which they have been made simple for
consumers. This is where Generative Al offers immense
opportunity to transform the connected consumer landscape.



We are already seeing efforts on Generative Networking,
Product Development, Code, Testing and consumer avatars
being deployed individually. The question and challenge will
be how to construct these elements together into a unified
data, service and Al ecosystem which enables a consumer,
rather than product, centric approach to connectivity.
Particular areas of focus will be on the security of virtual
personal networks, and device description standardization to
enable greater degrees of service portability.
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